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Insuring the risks

Michelle Chia
Head of Cyber and
Professional Liability
Zurich North America

Despite what appears to be growing awareness
of cyber risk, do businesses fully understand the
scope of the threat?
I would say that many companies are still not as
sophisticated as they need to be around this topic.
Hence, they are not as well versed as they could be
about cyber threats and how to protect themselves.
Education is the key. That’s why Zurich has partnered
with organizations like the World Economic Forum. In
2018 and 2019, the WEF Global Risk Report stated
that large-scale cyberattacks are among the leading
risks in likelihood and impact. Educational
opportunities like that report and other vehicles can
help to increase the business community’s
understanding of cyber risk.
Are smaller companies at greater risk than
large firms?
I want to emphasize that vulnerability to cyber risk is
not size-dependent. We’re all at risk, regardless of

size. However, midsized and smaller companies tend to
have fewer resources to protect themselves. And
because the world is so interconnected, there can be a
domino effect when a threat enters the network of
one organization and is able to spread through
connections with other businesses, such as suppliers or
customers. Because all companies operate in the same
cyber ecosystem, what impacts one company can
ultimately affect others. And the threats are evolving
and changing at an accelerating pace all the time.
How are cyber insurance policies responding to
those evolving risks?
Cyber insurance policies need to be updated
constantly to be able to respond to the most recent
types of events. Zurich did a major refresh of our
standalone cyber policy at the end of last year. We are
able to stay current with developing cyber risks
because we have a dedicated underwriting team
focused on understanding the exposure and line
of business.

technologies. Construction is one of a handful of
industries where the use of drones is becoming more
widespread. This could mean privacy claims resulting
from drone usage. We are also broadening the
definition of computer equipment to include wearable
safety devices provided to construction workers. While
these devices increase worker safety, the technology
behind the equipment can create new cyber risks for
employers. We are looking to build out other
industry-specific endorsements that really speak to the
language and the unique needs of companies in
other industries.
How is Zurich helping customers address today’s
intensifying cyber risks?

Yes, we are working to build out coverages unique to
specific industries. For example, we’ve created an
endorsement targeting the construction industry.
Historically, construction has not been seen as high-risk
because it was not as data-intensive as other
industries. But contractors are adopting a lot of new

We have entered into a business relationship with a
well-known cybersecurity provider that does
monitoring and mitigation services for Zurich
customers when they purchase our cyber policy. The
company has extensive experience in helping both the
government and commercial organizations identify the
threats they are facing and ways to mitigate or
eliminate the threats. Zurich also has an experienced
and very capable, dedicated Cyber Risk Engineering
team to help figure out what gaps may exist to help
Zurich customers develop effective cyber risk response
plans. We are constantly researching the risks facing
our customers, helping them deal with the ones we
know and preparing them for what may be on
the horizon.

Are cyber exposures more challenging to insure
than traditional risks?

Does Zurich use any special tools in the cyber risk
selection process?

Well, some people within the insurance industry get
worried when you talk about underwriting cyber
because they don’t believe that our industry knows the
technology well enough. But the foundation of
underwriting cyber is much the same as any other
commercial insurance contract. You look for the facts,
weigh the possibilities and map out the potential
scenarios, and then make an underwriting decision
based on your best information and judgment. Good
risk selection is at the core of being a successful
underwriter in any aspect of insurance. The main
challenge in underwriting cyber risk is the continuously
changing nature and scope of the threat.

Yes, we do. We have a service provider called Cyence
that performs data aggregation using publicly available
information about potential customers and then
applies an algorithm to help determine the risk quality.
It’s in line with what property underwriters have been
doing for years with the information provided by Risk
Engineering visits.

Can cyber coverages be customized to the risks
of specific industries?

The underwriting view

Yosha DeLong
Technical Director
– Cyber and
Professional Lines
Zurich North America

How do cyber insurance policies differ from
traditional property and liability policies?
Traditional liability and property policies were written
to cover conventional bodily injury claims and property
losses. Cyber wasn’t an issue when these policies were
developed. When insurers originally began to write
cyber policies, the first were designed to cover data
breaches and the associated state-required notification
and regulatory aspects. When the industry started
writing this exposure 10 or 15 years ago, what we
were seeing most often were laptop-related events,
not these malicious, large-scale attacks we see now.
The kinds of threats companies are experiencing today
were not even contemplated when these policies were
created. We’ve seen a real evolution in cyber risk with
the advent of ransomware and other kinds of malware
that have the potential to cause significant business
interruption and reputational damage.
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For example, five years ago a lot of retail organizations
got hit hard by cyberattacks. Since then, they have
really changed the way they handle credit cards. That
has changed the exposure for the better, at least on
that aspect of the risk. On the flip side, five years ago
we saw manufacturing as an easy risk to write for
cyber because they didn’t have large amounts of data.
Now, with the business interruption implications of
vendor and supplier connectivity and greater reliance
on information technology in all aspects of
construction, there is a huge potential for disruption if
someone gets into the network and initiates a
shutdown or ransomware event.

One of the factors we must consider when
underwriting cyber is that it is always a truly global risk.
In property insurance, you can gain a view of your risk
accumulation based on where your book of business is
concentrated, such as the east coast of Florida for
windstorm. Cyber isn’t like that. When an event
happens in the U.S., it can quickly become a global
event due to the universal network connectivity. We
can’t view cyber risk in regional pockets like property
and pretend we have a complete view of the potential
scope of an event. An event can go global overnight.
I can say that the insurance industry is deeply
committed to helping our customers protect against
this risk. We will continue to work with customers to
develop solutions both for the known cyber risks of
today and the unknown ones that lie ahead.
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THE MORE RISKS YOU
SEE, THE SAFER YOUR
BUSINESS CAN BE.

Be more proactive
about protecting the
business you love by
expanding your risk
horizons. Zurich’s
risk profiling is a
structured approach
that helps identify,
prioritize and mitigate
risk. We can help you
manage your risk
rather than just
insure against it, so
you can focus more
on profit and less
on risk.
VIEW OUR
RISK PROFILING
VIDEO AT
zurichna.com/rp2

ZURICH INSURANCE.
FOR THOSE WHO TRULY LOVE THEIR BUSINESS.

This is intended as a general description of certain types of services available to qualified customers through the member companies of Zurich North America (Zurich), including The Zurich Services Corporation. Zurich
does not guarantee any particular outcome and there may be conditions on your premises or within your organization, which may not be apparent to us.You are in the best position to understand your business and your
organization and to take steps to minimize risk, and we wish to assist you by providing the information and tools to help you assess your changing risk environment. ©2019 The Zurich Services Corporation.

